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Enterprise Wide Risk Management Categories – Additional Information


	
	Strategy

The risk arising from the adoption of organisations agreed strategy and its implementation.

	
	· Strategic Choice - Risk of selection of an inappropriate strategy for your organisation
· Participation - Risk of failure to select, manage or withdraw from the appropriate services to meet the needs of our members, partners, or sector. 

· Competitors - Risk of the actions of competitor organisations adversely affecting the ability of your organisation to achieve its objectives. 

· Political Environment - Risk of changes in the political environment adversely affecting the ability of your organisation to achieve its objectives. 

· Strategic Alliances - Risk of inappropriate strategic alliances/ partnerships adversely affecting the ability of your organisation to achieve its objectives. 

· Reputation - Risk of engaging in any business with which your organisation would not wish to be associated or otherwise adversely affecting its reputation.

· Change Initiatives - Risk of change initiatives being poorly prioritised or failing to deliver benefits that support your organisation’s objectives.
· Risk Appetite – Failure of the organisation to manage and control within your organisation stated risk appetite

	
	Operations

The risk of loss resulting from inadequate or failed internal processes, people and systems or external events

	
	· Policy Formulation, Documentation and Dissemination - Risk of inadequate/inappropriate policy design, including failure to document and disseminate policies. 

· Compliance with Policy - Risk of failing to adhere to policies as designed. 

· Process Design, Documentation and Dissemination - Risk of inadequate/inappropriate process design, including failure to document and disseminate processes. 

· Compliance with Processes - Risk of failure to adhere to processes as designed. 

· Internal Fraud - Unauthorised Activity - Risk of employees or board / committee members of your organisation deliberately conducting unauthorised activities either independently or through collusion. 

· Internal Theft & Fraud - Risk of theft or fraudulent activities being carried out by employees or board / committee members of your organisation, either independently or through collusion. 

· External Theft & Fraud - Systems Security - Risk of theft or fraud resulting from breaches in systems security. 

· Maintenance & Operation of Existing IT Systems - Risk of failure to maintain and operate existing IT systems. 

· IT & Information Security - Risk of inappropriate or inadequate protection of data. 

· Development & Implementation of New IT Systems - Risk of failure to develop and implement appropriate new IT systems. 

· IT Contingency & Recovery - Risk of IT systems and associated data not having adequate backup, retrieval and recovery arrangements. 

· Damage to Physical Assets and Business Continuity - Risk of damage to physical assets and of the loss of use of physical assets. 

· Supplier/Service Provider - Risk of inadequate selection, engagement and management of suppliers and service providers and their failure to meet their obligations to your organisation. 

· Partnership Failures – The failure of partnerships to work with and provide the service your organisation is required to deliver through contract, e.g. organisational failure, substandard performance.

· Membership Intake & Documentation - Risk of failure to generate, maintain and update accurate and complete membership documentation, e.g. permissions/disclaimers missing; DPA etc. 

· New Services/Delivery Channels - Risk of failure to adequately address and manage the risks involved in new service and delivery channel development, including enhancements to existing services and delivery channels. 

· Transaction Capture, Execution & Maintenance - Risk of failure to capture, execute and maintain transactions, services and delivery channels. 

· External Communication & Reporting – Mis-communication in any aspect of external communication and reporting, released into the public domain by issuing factually incorrect or misleading information, e.g. includes financial reporting, confidential information.

	
	Services

The risk of loss arising from the inherent characteristics, management or distribution of services, or from failure to meet or better member / partner / sector expectations and/or competitor offerings. 

	
	· Service Life Cycle - Risk of failure to manage the service life cycle effectively. 

· Service Development - Risk of failure to develop appropriate services to meet the needs of members, partners, or sector. 

· Service Pricing - Risk of pricing services inappropriately in the light of you organisation objectives. 

· Service Promotion - Risk of ineffective or misleading service promotions. 

· Distribution - Risk of the distribution strategy failing to deliver the correct mix of services that meet member, partner or sector requirements and financial targets. 

· Complexity - Risk of service complexity and proliferation resulting in processing error, client/staff misunderstanding and/or financial loss.

	
	Member / Partner Treatment

The risk of loss arising from inappropriate or poor member / partner treatment.

	
	· Best Advice Practice - Risk of failure to employ appropriate practices and to adequately investigate the member / partner in order to inform them of the best and most appropriate alternatives etc. 

· Partner Selection - Risk of inadequate or ineffective investigation of existing and potential partners to ensure that they are bona-fide and that the exposure limits in place are appropriate. 

· Member / Partner Service - Risk of inadequate, insufficient or inappropriate service as a result of failing to treat members / partners reasonably and fairly or failure to meet agreed levels of service. 

· Complaints - Risk of failure to process/resolve complaints in a timely or satisfactory manner. 

· Confidentiality - Risk of failure to protect member / partners confidential details. 

· Advisory Activities - Risk of failure to provide members / partners with accurate and timely professional advice (e.g. legal advice). 

	
	Governance, People and Organisational Risk

The risk of loss from poor governance of YOUR ORGANISATIONS, sub-optimal organisational structuring, or failure to recruit, manage and retain appropriately skilled staff to achieve YOUR Organisation’s objectives.

	
	· Organisational Structure - Risk of failure to establish, regularly review and update organisational and governance structures required to support YOUR ORGANISATIONS. 

· Role/Responsibility Definition - Risk of failure to clearly define an individual's role and responsibilities within the organisation, including failure to ensure clear ownership of the risks to be managed. 

· Management Information & Other Internal Communication - Risk of failure to manage the preparation, consistency, content, accuracy and distribution of management information and other internal communication, including ineffective reporting structures. 

· Human Resources - Risk of failure to recruit, retain, train, reward and incentivise appropriately skilled staff and managers or the failure to take appropriate action as a result of inappropriate behaviour or underperformance. 

· Succession Planning - Risk of failure to develop, document and implement formal succession plans for key subject matter experts and members, the management team, or board. 

· External Communication & Reporting - Risk of failure to manage preparation, consistency, content, accuracy and distribution of communication of information placed in the public domain. 

· Employee Relations - Risk of failure in employee relations. 

	
	Financial Soundness

The risk of financial failure arising from lack of capital or liquidity, poor management or poor quality/volatile earnings. 

	
	· Capital Availability - Risk of YOUR ORGANISATIONS possessing insufficient capital to generate, maintain and grow. 

· Performance Risk - Risk of failure to achieve financial targets, due to poor performance of staff and or the organisation. 

· Budgets - Risk of failure to capture all items to be included in budgets, or failure to budget for an activity. 

· Provisioning - Risk of inadequate provisioning. 

· Funding risk - Risk of YOUR ORGANISATIONS being over reliant on particular sources and duration of funding which may no longer be available or become overly onerous.

· Long-term Solvency - Risk of possessing inadequate resources to settle liabilities as they fall due. 

	
	Legal and Regulatory

The risk of loss arising from failure to comply with laws, regulations or codes applicable to YOUR ORGANISATIONS.

	
	· Data Protection - Risk of breaching Data Protection Legislation. 

· Health & Safety - Risk of breaching Health & Safety Legislation. 

· Diversity & Discrimination - Risk of breaching Diversity & Discrimination Legislation. 

· Other Legal Risks - Risk of breaching other legislation, legal standards, principles and practices. 

· Regulatory - Risk of failing to comply with regulations or codes applicable to the activities in which YOUR ORGANISATIONS may engage.


	
	Change Management

The risk of loss or reputational damage arising from projects failing to deliver to requirements, budget or time scale or failing to implement changes effectively.

	
	· Change Portfolio - Risk of failure to identify, assess and manage resource requirements and interdependencies within the change portfolio and the impact on business as usual activities. 

· Change Impact - Risk of the impact of a change initiative creating unacceptable disruption to clients and/or staff. 

· Governance of Change Initiatives - Risk of inappropriate/ineffective governance of change initiatives, including the inappropriate application of change standards. 

· Planning of Change Initiatives - Risk of failure to plan change initiatives effectively. 

· Project Communication - Risk of inadequate internal and external communication of change initiatives, including failure to promote awareness of the initiative, its aims and status. 
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